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Purpose

This certificate program is part of the Computer Engineering Technology AS/AAS degree program (1615120100/0615120100).  

A College Credit Certificate consists of a program of instruction of less than sixty (60) credits of college-level courses, which is part of an AS or AAS degree program and prepares students for entry into employment (Rule 6A-14.030, F.A.C.).

This program offers a sequence of courses that provides coherent and rigorous content aligned with challenging academic standards and relevant technical knowledge and skills needed to prepare for further education and careers in the Manufacturing career cluster; provides technical skill proficiency, and includes competency-based applied learning that contributes to the academic knowledge, higher-order reasoning and problem-solving skills, work attitudes, general employability skills, technical skills, and occupation-specific skills, and knowledge of all aspects of the Manufacturing career cluster. 

This program prepares individuals to design, install, configure, and troubleshoot wireless and IP Telephony networks.  Graduates of this technical program will be prepared to enter advanced training and education in specialized IP Communications related fields.

The content includes but is not limited to RF Fundamentals, use of circuit diagrams and schematics, soldering, Wireless Site Surveying, Wireless Security, Design of Converged and Integrated Services Networks, Fundamentals of Voice over IP, Voice Gateway Protocols, and Introduction to Routing and Switching.

Laboratory Activities

Laboratory activities are an integral part of this program.  These activities include instruction in the use of safety procedures, tools, equipment, materials, and processes related to these occupations.  Equipment and supplies should be provided to enhance hands-on experiences for students. 

Special Notes

Career and Technical Student Organization (CTSO)

Phi Beta Lambda and BPA are the appropriate career and technical student organization for providing leadership training and reinforcing specific career and technical skills.  Career and Technical Student Organizations provide activities for students as an integral part of the instruction offered.  The activities of such organizations are defined as part of the curriculum in accordance with Rule 6A-6.065, F.A.C.

Accommodations

Federal and state legislation requires the provision of accommodations for students with disabilities as identified on the secondary student’s IEP or 504 plan or postsecondary student’s accommodations’ plan to meet individual needs and ensure equal access.  Postsecondary students with disabilities must self-identify, present documentation, request accommodations if needed, and develop a plan with their postsecondary service provider.  Accommodations received in postsecondary education may differ from those received in secondary education.  Accommodations change the way the student is instructed.  Students with disabilities may need accommodations in such areas as instructional methods and materials, assignments and assessments, time demands and schedules, learning environment, assistive technology and special communication systems.  Documentation of the accommodations requested and provided should be maintained in a confidential file.

Articulation

For details on articulation agreements which correlate to programs and industry certifications refer to http://www.fldoe.org/workforce/dwdframe/artic_frame.asp.

Standards

After successfully completing this course the student will be able to perform the following:

	Demonstrate proficiency in computer systems architecture.

Demonstrate proficiency in communication interfacing. 
Demonstrate proficiency in customer relations.
Demonstrate proficiency in computer networking techniques. 	
Demonstrate proficiency in analysis and design of data communications systems. 
Demonstrate appropriate communication skills. 
Demonstrate employability skills.
Demonstrate proficiency in RF Math Calculations. 
Demonstrate proficiency in planning and deploying Wireless LANs. 
Demonstrate proficiency in Conducting Site Surveying
Demonstrate proficiency in implementing Wireless LAN security.   
Demonstrate proficiency in configuring IP Telephony servers.
Demonstrate proficiency in interconnecting network devices. 
Demonstrate proficiency in configuring and troubleshooting Voice Gateways.
Demonstrate proficiency in configuring Quality of Service for Integrated Services Networks
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This certificate program is part of the Computer Engineering Technology AS/AAS degree program (1615120100/0615120100).  At the completion of this program, the student will be able to:
 
	Demonstrate proficiency in computer systems architecture--The student will be able to: 


	Draw and explain systems configurations in block detail. 

Interpret computer acronyms. 
Identify and define priorities and interrupts at system level. 
Define and list direct memory access handling systems. 
Define functions of advanced memory techniques (e.g. virtual, pipeline, cache). 
Troubleshoot a microcomputer system. 

	Demonstrate proficiency in communication interfacing--The student will be able to: 


	Identify and define serial and parallel interface standards. 

Identify, define and configure sync and async devices. 
Demonstrate the use of interface devices. 
Identify and define networking levels. 
Identify and define protocols. 
Troubleshoot and repair network systems. 
Identify and define multi-user systems. 

	Demonstrate proficiency in customer relations--The student will be able to: 


	Describe effective listening techniques. 

Describe techniques for instilling customer confidence. 
Describe techniques for keeping the customer informed. 
Demonstrate proper follow-up techniques. 

	Demonstrate proficiency in computer networking techniques--The student will be able to: 


	Identify and define computer networking techniques. 

Design a system using hardware and software communication protocols. 
Apply management techniques for network software. 

	Demonstrate proficiency in analysis and design of data communications systems--The student will be able to: 


	Describe the different types of digital data communications systems. 

Describe data formats and transmission rates in serial data communications systems. 
Design the connections and programming for a UART (Universal Asynchronous/Synchronous Receiver Transmitter) in a microprocessor-based system. 
Identify and define available options for integration of a display terminal in a data communication system. 
Identify and define communication signals and protocol for MODEM (Modulator Demodulator) links. 
Apply digital modulation techniques including PAM (Pulse-Amplitude Modulation), PCM (Pulse-Code Modulation), PWM (Pulse-Width	Modulation) and delta modulation. 
Analyze and design circuits for generation and detection of digital modulation. 
Apply error detection and correction in digital communication systems. 
Define communication protocols. 
Design and apply multiplexing techniques for computer. 

	Demonstrate appropriate communication skills—The student will be able to: 

	
	Write logical and understandable statements, or phrases, to accurately fill out forms/invoices commonly used in business and industry. 

Read and understand graphs, charts, diagrams, and tables commonly used in this industry/occupation area. 
Read and follow written and oral instructions. 
Answer and ask questions coherently and concisely. 
Read critically by recognizing assumptions and implications and by evaluating ideas. 
Demonstrate appropriate telephone/communication skills. 

	Demonstrate proficiency in RF math calculations-- The student will be able to: 


	Convert between milliwatts and dBm. 

Use power calculations to calculate change in power. 
Explain the concepts of polarization, gain, beam width and free-space path loss. 
Identify the basic attributes, purposes, and functions of antenna types. 
Identify and apply the concepts that make up the functionality of spread spectrum technology. 
Recognize concepts associated with wireless LAN service sets. 
Calculate the Fresnel Zone radius. 
Investigate the relationship between range and signal strength. 

	Demonstrate proficiency in planning and deploying wireless LANs--The student will be able to: 


	Set up a wireless client. 

Understand the concept of an SSID. 
Understand the nature of an ad hoc wireless network. 
Use Windows XP to manage a wireless connection. 
Explain the purpose of the HyperTerminal program. 
Identify the equipment necessary to connect locally to an access point for configuration via HyperTerminal. 
Describe the basic commands used to display the access point’s configuration and interface information, and to configure an IP address.
Identify the purpose of infrastructure devices and how to install, configure, and manage them. 
Identify the purpose of LAN client devices and how to install, configure and manage them. 
Identify, understand, correct, or compensate for wireless LAN implementation challenges. 
Explain the trade-off between range and throughput. 
Analyze direct sequence spread spectrum behavior in a co-located channel environment. 
Examine co-channel interference using different access points. 

	Demonstrate proficiency in conducting site surveying -- The student will be able to: 


	Identify and understand the importance and process of conducting a thorough site survey. 

Identify and understand the importance of the necessary tasks to do an RF site survey. 
Identify the necessary equipment needed to perform a site survey. 
Assess the performance of an ad hoc wireless network by calculating throughput. 
Assess the performance of an infrastructure wireless network by calculating throughput. 
Identify and discuss the design elements for creating an extended service set.
Differentiate between layer-two and layer-three roaming.
Discuss the configuration of mobile IP as it pertains to wireless communication.
Conduct a feasibility-study/return-on-investment study for deploying wireless solutions in a production environment.
Baseline the performance of the wireless network and plan for future growth.

	Demonstrate proficiency in implementing wireless LAN security - The student will be able to: 


	Identify the strengths, weaknesses, and appropriate uses of wireless LAN security techniques. 

Describe the types of wireless attacks, and explain how to identify and prevent them. 
Create and apply a MAC filter. 
Configure open authentication with Wired-Equivalent Privacy. 
Configure Service Set Identification in more secured manner. 
Analyze the impact of spoofed MAC addresses on the security of a wireless network. 
Create and apply IP filters. 
Configure the Temporal Key Integrity Protocol. 
Describe the problem of rouge access points and identify techniques of locating rouge access points. 
Demonstrate proficiency in using wireless protocols analyzer. 
Implement and configure WiFi Protected Access (WPA) and WPA version 2. 
Configure Secure Shell sessions as a way to remotely manage access points and wireless bridges. 
Implement and configure 802.1x authentication standards. 
Implement and configure wireless encryption. 

	Demonstrate proficiency in configuring IP telephony servers -- The student will be able to: 


	Differentiate between packet-switched voice networks and circuit-switched voice networks. 

Explain the role of Ethernet telephony servers in call admission. 
Install and configure telephony servers such as Cisco call manager, and Linux Trixbox. 
Configure IP phones to successfully register with telephony servers. 
Explain the call routing login used by telephony servers. 
Configure individualized routing using Partitions and call search spaces. 
Configure the basic functions of IP phones such as: call park, call forwarding, and call pickup. 
Configure telephony servers with basic functions such as: call conferencing, meet-me extensions, and digital receptionist. 
Explain and differentiate among the following compression algorithms: G.711, G.729, G.226, and iLBC. 
Configure Device pools, Regions and Locations. 
Troubleshoot IP Telephony servers by analyzing log files. 
Troubleshoot the performance of an IP telephony network by analyzing the output of a protocol analyzer.
Install, configure, and register soft phones such as Cisco IP Communicator, and X-lite to register with IP telephony servers.

	Demonstrate proficiency in interconnecting network devices--The student will be able to: 


	Identify the equipment needed in building packet-switched voice networks. 

Explain the role of each of the devices needed to build a packet-switched voice network. 
Configure Ethernet switches with voice VLANs. 
Configure switches with power-over Ethernet. 
Configure wireless access points with voice VLANs. 
Identify the different types of cables needed to interconnect networking devices. 
Explain the difference between collision domains and broadcast domains. 
Configure VLAN trunking. 
Analyze a switch’s MAC address table. 
Analyze a router’s routing table 
Analyze an access point’s association table. 
Troubleshoot the connection between networking devices using network management applications such as Kiwi Syslog. 	

	Demonstrate proficiency in configuring and troubleshooting voice gateways--The student will be able to: 


	Explain the role of voice gateways in packet-switched voice networks.
	Explain the process of registering voice gateways with an IP telephony server.

Install and configure an H.323 voice gateway. 
Install and configure a SIP voice gateway. 
Install and configure an MGCP voice gateway.
Recognize different voice network modules and voice interfaces in voice gateways. 
Configure a voice gateway with VoIP and POTS dial peers. 
Configure a voice gateway with routing protocols such as RIP and EIGRP. 
Troubleshoot the performance of a voice gateway by utilizing debug and show commands.
Explain the role of voice gateways in connecting packet-switched voice networks to circuit-switched voice networks.

	Demonstrate proficiency in configuring quality of service for integrated services networks--The student will be able to: 

	
	Explain latency, packet loss, and jitter.

Identify sources of delay.
Identify techniques for implementing quality of service over low speed links.
Configure Differentiated services to support a VoIP call.
Configure Ethernet switches with class of service
Explain the classification, tagging and queuing of IP packets.
Implement and configure Cisco Auto quality of service.
	Identify and troubleshoot quality-of-service related problems in a packet-switched voice network.

	Demonstrate employability skills--The student will be able to: 


	Conduct a job search. 

Secure information about a job. 
Identify documents that may be required when applying for a job. 
Complete a job application form correctly. 
Demonstrate competence in job interview techniques. 
Demonstrate knowledge of how to make appropriate decisions. 
Demonstrate appropriate work/behavioral habits. 
Demonstrate acceptable employee personal hygiene and health. 
Demonstrate knowledge of the "Florida Right-To-Know Law" as recorded in Florida Statutes Chapter 442. 



