






2017 – 2018
Florida Department of Education
Curriculum Framework
Program Title:	Enterprise Network and Server Support Technology
Program Type:	Career Preparatory
Career Cluster:	Information Technology

PSAV
Program Number
Y300500
CIP Number
0511100123
Grade Level
30, 31
Standard Length
750 hours
Teacher Certification
Refer to the Program Structure section.
CTSO
SkillsUSA
Phi Beta Lambda
BPA
SOC Codes (all applicable) 
15-1122 Information Security Analysts
15-1142 Network and Computer Systems Administrators
15-1152 Computer Network Support Specialists
CTE Program Resources 
http://www.fldoe.org/academics/career-adult-edu/career-tech-edu/program-resources.stml
Basic Skills Level
Mathematics:	10
Language:	10
Reading: 	10

Purpose

The purpose of this program is to prepare students for employment or advanced training in a variety of occupations in the Information Technology industry.

This program focuses on broad, transferable skills and stresses understanding and demonstration of the following elements of the Information Technology industry; technical and product skills, underlying principles of technology, planning, management, finance, labor issues, community issues and health, safety, and environmental issues.
The content includes but is not limited to communication, leadership skills, human relations and employability skills; and safe, efficient work practices.
Additional Information relevant to this Career and Technical Education (CTE) program is provided at the end of this document.

Program Structure

This program is a planned sequence of instruction consisting of two occupational completion points.  When the recommended sequence is followed, the structure is intended to prepare students to complete the CompTIA Security+, the Certified Ethical Hacker, Cisco Certified Network Associate and the Microsoft Certified System Administrator industry certifications. A student who completes the applicable competencies at any occupational completion point may either continue with the training or become an occupational completer. 
This program is comprised of courses which have been assigned course numbers in the SCNS (Statewide Course Numbering System) in accordance with Section 1007.24 (1), F.S.  Career and Technical credit shall be awarded to the student on a transcript in accordance with Section 1001.44(3)(b), F.S.
To teach the courses listed below, instructors must hold at least one of the teacher certifications indicated for that course.
The following table illustrates the postsecondary program structure:
OCP
Course Number
Course Title
Teacher Certification
Length
SOC Code
A
CTS0099
Advanced Networking Fundamentals
BUS ED 1 @2
COMPU SCI 6
COMP SVC 7G
INFO TECH 7 G
CYBER TECH 7 G
ELECTRONIC @7 ?7 G
150 hour
15-1152
B
CTS0066
Information Technology Security Specialist  OR

600 hour
15-1122

CTS0094
Interconnecting Cisco Network Devices  OR

600 hour
15-1142

CTS0048
Microsoft Certified Systems Administrator

600 hour
15-1142





Common Career Technical Core – Career Ready Practices

Career Ready Practices describe the career-ready skills that educators should seek to develop in their students.  These practices are not exclusive to a Career Pathway, program of study, discipline or level of education.  Career Ready Practices should be taught and reinforced in all career exploration and preparation programs with increasingly higher levels of complexity and expectation as a student advances through a program of study. 

1. Act as a responsible and contributing citizen and employee. 

2. Apply appropriate academic and technical skills. 

3. Attend to personal health and financial well-being. 

4. Communicate clearly, effectively and with reason. 

5. Consider the environmental, social and economic impacts of decisions. 

6. Demonstrate creativity and innovation. 

7. Employ valid and reliable research strategies. 

8. Utilize critical thinking to make sense of problems and persevere in solving them. 

9. Model integrity, ethical leadership and effective management. 

10. Plan education and career path aligned to personal goals. 

11. Use technology to enhance productivity. 

12. Work productively in teams while using cultural/global competence. 



Standards
After successfully completing this program, the student will be able to perform the following: 
	Identify networks and components.
	Describe the role of an Information Technology Security Specialist.
	Describe the role of a Cisco Engineer. 
	Describe the role of a Microsoft Certified Systems Administrator.
	Understand Cloud services.
	Explore career options.
	Demonstrate an understanding of Network Security.
	Demonstrate Compliance and Operational Security.

Demonstrate an understanding of threats and vulnerabilities.
	Demonstrate Use of Application, Data and Host Security.

Demonstrate proficiency and understanding of Access Control and Identity Management.
Demonstrate proficiency and understanding in Cryptography.
Demonstrate use of Ethical Hacking.
Demonstrate proficiency in Understanding the technical foundations of hacking.
Demonstrate an understanding of foot printing and scanning.
Demonstrate proficiency and understanding of enumeration and system hacking.
Demonstrate proficiency Linux and automated assessment tools.
Demonstrate understanding of Trojans and backdoors.
Demonstrate understanding of Sniffers, session hijacking, and denial of service.
Demonstrate understanding and proficiency in web server hacking, web application and database attack.
Demonstrate understanding and proficiency in wireless technologies, mobile security and attacks.
Demonstrate understanding and proficiency in configuring IDS, Firewalls, and Honeypots.
Explain use of buffer overflows, viruses, and worms.
Employing cryptographic attacks and defenses.
Demonstrate use of physical security and social engineering.
Describe the operation of data networks.
Demonstrate proficiency in LAN Switching Technologies.
Understand, IP addressing (IPv4/IPv6).
Demonstrate proficiency in IP Routing Technologies.
Demonstrate proficiency in IP Services.
	Demonstrate proficiency in Network Device Security.
Demonstrate proficiency in Troubleshooting VLANs, Trunking and ACLs.
Demonstrate proficiency in LAN Switching Technologies.
Demonstrate proficiency in IP Routing Technologies.
Demonstrate proficiency in IP Services.
Demonstrate proficiency in troubleshooting network problems.
Demonstrate proficiency in WAN Technologies.
Demonstrate knowledge and skills in installing and configuring servers.
Demonstrate knowledge and skills in configuring server roles and features.
Demonstrate knowledge and skills in configuring Hyper-V.
Demonstrate knowledge and skills in deploying and configuring core network services.
Demonstrate knowledge and skills in installing and administering active Directory.
Demonstrate knowledge and skills in creating and managing Group Policy.
Demonstrate knowledge and skills in administering Windows Server.
Demonstrate knowledge and skills in configuring Advanced Windows Server Services.



2017 – 2018
Florida Department of Education
Student Performance Standards

Program Title:	Enterprise Network and Server Support Technology
PSAV Number:	Y300600

Course Number:  CTS0099
Occupational Completion Point:  A
Advanced Networking Fundamentals – 150 Hours – SOC Code 15-1152
	Identify networks and components.  ̶  The student will be able to:
	Research enterprise scenarios to determine network infrastructure.
	Identify network components and relationships (cables, switches, software, power).
	Identify typical equipment found in a MDF and IDF closet.
	Identify business services that rely on a network or create network traffic (security, marketing, retail).
	Design a network implementation plan for a small business enterprise.
	Describe the role of an Information Technology Security Specialist.  ̶  The student will be able to:
	Identify network security risks in an organization.
	Analyze security risks for solutions.
	Develop a security plan for a small business network.
	Identify security standards both physical and computer software related.
	Describe the role of a Cisco Engineer.  ̶  The student will be able to:
	Identify switch and router technology being used in enterprise.
	Investigate the configuration of switches and routers in an enterprise.
	Develop a deployment plan for using network devices in enterprise.
	Explain wireless connections and configuration for switches and routers.
	Analyze (Switch/Router) price vs. performance in an enterprise. 
	Describe the role of a Microsoft Certified Systems Administrator.  ̶  The student will be able to:
	Explain the importance system administration.
	Identify key software and hardware being used for server administration.
	Identify software and hardware considerations before deployment.
	Develop a deployment plan for a small enterprise.
	Understand Cloud services.  ̶  The student will be able to:
	Identify clouds services currently available.
	Compare and contrast the use of cloud services in an enterprise.
	Identify hardware and software requirements for deploying a cloud service in an enterprise.
	Develop a clouds services plan for a small enterprise.
	Explore career options.  ̶  The student will be able to:
		Identify job opportunities and qualifications needed to be a network security technician. 
		Identify job opportunities and qualifications needed to be a Cisco technician.
		Identify job opportunities and qualifications needed to be Microsoft certified systems administrator.




Course Number:  CTS0066
Occupational Completion Point:  B 
Information Technology Security Specialist – 600 Hours – SOC Code 15-1122
Demonstrate an understanding of Network Security.  ̶  The student will be able to:
	Implement security configuration parameters on network devices and other technologies.
	Given a scenario, use secure network administration principles (VLANs, Firewalls).
	Explain various career options within the IT enterprise.
	Given a scenario, implement common protocols and services (FTPS, DNS, Ports – 21-22-25).
	Given a scenario, troubleshoot security issues related to wireless networking.
	Demonstrate Compliance and Operational Security.  ̶  The student will be able to:
	Explain the importance of risk related concepts.
	Summarize the security implications of integrating systems and data with third parties.
	Given a scenario, implement appropriate risk mitigation strategies.
	Given a scenario, implement basic forensic procedures.
	Summarize common incident response procedures.
	Explain the importance of security related awareness and training.
	Compare and contrast physical security and environmental controls.
	Summarize risk management best practices.
	Given a scenario, select the appropriate control to meet the goals of security (Encryption, Hashing).
	Demonstrate an understanding of threats and vulnerabilities.  ̶  The student will be able to:
	Explain types of malware (Viruses, Adware).
	Summarize various types of attacks (DoS, DDoS, Smurf attack).
	Summarize social engineering attacks and the associated effectiveness with each attack.
	Explain types of wireless attacks.
	Explain types of application attacks.
	Analyze a scenario and select the appropriate type of mitigation and deterrent techniques.
	Given a scenario, use appropriate tools and techniques to discover security threats and vulnerabilities.
	Explain the proper use of penetration testing versus vulnerability scanning.
	Demonstrate Use of Application, Data and Host Security.  ̶  The student will be able to:
	Explain the importance of application security controls and techniques.
	Summarize mobile security concepts and technologies.
	Given a scenario, select the appropriate solution to establish host security.
	Implement the appropriate controls to ensure data security.
	Compare and contrast alternative methods to mitigate security risks in static environments.
	Demonstrate proficiency and understanding of Access Control and Identity Management.  ̶  The student will be able to:
	Compare and contrast the function and purpose of authentication services (RADIUS, TACACAS+, LDAP).
	Given a scenario, select the appropriate authentication, authorization or access control.
	Install and configure security controls when performing account management, based on best practices.
	Demonstrate proficiency and understanding in Cryptography.  ̶  The student will be able to:
	Given a scenario, utilize general cryptography concepts.
	Given a scenario, use appropriate cryptographic methods.
	Given a scenario, use appropriate PKI, certificate management and associated components.
	Demonstrate use of Ethical Hacking.  ̶  The student will be able to:
	Demonstrate security fundamentals.
	Perform security testing.
	Differentiate between hackers and crackers.
	Identify ethical hackers.
	Explain and implement testing plans.
	Demonstrate proficiency with ethics and legality.
	Demonstrate proficiency in Understanding the technical foundations of hacking.  ̶  The student will be able to:
	Explain the Attacker’s process.
	Explain the ethical hacker process.
	Compare the relationship between security and the OSI model.
	Demonstrate an understanding of foot printing and scanning.  ̶  The student will be able to:
	Explain the seven-step information gathering process.
	Identify active machines.
	Demonstrate proficiency in finding open ports and access points.
	Demonstrate use of OS fingerprinting.
	Demonstrate proficiency in mapping the network attack surface.
	Demonstrate proficiency and understanding of enumeration and system hacking.  ̶  The student will be able to:
	Define enumeration.
	Demonstrate proficiency in system hacking.
	Demonstrate proficiency Linux and automated assessment tools.  ̶  The student will be able to:
	Manage Linux OS.
	Demonstrate proficiency in hacking Linux.
	Demonstrate proficiency in hardening Linux.
	Explain use of automated exploit tools.
	Demonstrate understanding of Trojans and backdoors.  ̶  The student will be able to:
	Explain the characteristics of Trojans.
	Demonstrate proficiency in covert communication.
	Explain keystroke logging and spyware characteristics.
	Demonstrate understanding and proficiency in Trojan and backdoor countermeasures.
	Demonstrate understanding of Sniffers, session hijacking, and denial of service.  ̶  The student will be able to:
	Explain the functions and types of sniffers.
	Explain session hijacking.
	Demonstrate understanding of DoS, DDoS and Botnets.
	Demonstrate understanding and proficiency in web server hacking, web application and database attack.  ̶  The student will be able to:
	Explain webserver hacks.
	Explain web application hacking.
	Explain database hacking.
	Demonstrate understanding and proficiency in wireless technologies, mobile security and attacks.  ̶  The student will be able to:
	Explain different wireless technologies and attacks.
	Understand and explain different wireless LANs technologies.
	Demonstrate understanding and proficiency in configuring IDS, Firewalls, and Honeypots.  ̶  The student will be able to:
	Explain and configure different types of IDSs.
	Explain and configure different types of firewalls.
	Explain and configure different types of honeypots.
	Explain use of buffer overflows, viruses, and worms.  ̶  The student will be able to:
	Explain buffer overflows, buffer overflows attacks, and prevention.
	Define the use of viruses and worms.
	Employing cryptographic attacks and defenses.  ̶  The student will be able to:
	Explain functions of cryptography.
	Report the history of cryptography.
	Identify different algorithms.
	Identify digital signature.
	Explain steganography operation.
	Use steganographic tools.
	Create a digital watermark.
	Use digital certificates.
	Explain public key infrastructure.
		Define protocols, standards, and applications.

	24.11	Use encryption-cracking tools.
	Demonstrate use of physical security and social engineering.  ̶  The student will be able to:
	Apply physical security measures.
	Define social engineering types, attacks and preventive measures.




Course Number:  CTS0094
Occupational Completion Point:  B
Interconnecting Cisco Network Devices - 600 Hours – SOC Code 15-1142
	Describe the operation of data networks.  ̶  The student will be able to:
	Recognize the purpose and functions of various network devices such as routers, switches, bridges and hubs.
	Select the components required to meet a given network specification.
	Identify common applications and their impact on the network.
	Describe the purpose and basic operation of the protocols in the OSI and TCP/IP models.
	Predict the data flow between two hosts across a network.
	Identify the appropriate media, cables, ports, and connectors to connect Cisco network devices to other network devices and hosts in a LAN.
	Demonstrate proficiency in LAN Switching Technologies.  ̶  The student will be able to:
	Determine the technology and media access control method for Ethernet networks.
	Identify basic switching concepts and the operation of Cisco switches.
	Configure and verify initial switch configuration including remote access management.
	Describe how VLANs create logically separate networks and the need for routing between them.
	Configure and verify VLANs.
	Configure and verify trunking on Cisco switches.
	Understand, IP addressing (IPv4/IPv6)  ̶  The student will be able to
	Describe the operation and necessity of using private and public IP addresses for IPv4 addressing.
	Identify the appropriate IPv6 addressing scheme to satisfy addressing requirements in a LAN/WAN environment.
	Identify the appropriate IPv4 addressing scheme using VLSM and summarization to satisfy addressing requirements in a LAN/WAN environment.
	Describe the technological requirements for running IPv6 in conjunction with IPv4.
	Describe IPv6 addresses.
	Demonstrate proficiency in IP Routing Technologies.  ̶  The student will be able to:
	Describe basic routing concepts.
	Configure and verify utilizing the CLI to set basic Router configuration.
	Configure and verify operation status of an Ethernet interface.
	Verify router configuration and network connectivity using.
	Configure and verify routing configuration for a static or default route given specific routing requirements.
	Differentiate methods of routing and routing protocols.
	Configure and verify OSPF (single area).
	Configure and verify interVLAN routing (router on a stick).
	Configure SVI interfaces.
	Demonstrate proficiency in IP Services.  ̶  The student will be able to:
	Configure and verify DHCP (IOS router).
	Describe the types, features, and applications of ACLs.
	Configure and verify ACLs in a network environment.
	Identify the basic operation of NAT.
	Configure and verify NAT for given network requirements.
	Configure and verify NTP as a client.
	Demonstrate proficiency in Network Device Security  ̶  The student will be able to:
	Configure and verify network device security features.
	Configure and verify switch port security.
	Configure and verify ACLs to filter network traffic.
	Configure and verify ACLs to limit telnet and SSH access to the router.
	Demonstrate proficiency in Troubleshooting VLANs, Trunking and ACLs.  ̶  The student will be able to:
	Troubleshoot and correct common problems associated with IP addressing and host configurations.
	Troubleshoot and resolve VLAN problems.
	Troubleshoot and resolve trunking problems on Cisco switches.
	Troubleshoot and resolve ACL issues.
	Demonstrate proficiency in LAN Switching Technologies.  ̶  The student will be able to:
	Identify enhanced switching technologies (RSTP, PRSTP, VSTP, Etherchannels).
	Configure and verify PVSTP operation.
	Demonstrate proficiency in IP Routing Technologies  ̶  The student will be able to:
	Describe the boot process of Cisco IOS routers.
	Configure and verify the operation status of a serial interface.
	Manage Cisco IOS files.
	Differentiate methods of routing and routing protocols.
	Configure and verify OSPF (multi-area).
	Configure and verify EIGRP (single AS).
	Passive Interface.
	Demonstrate proficiency in IP Services  ̶  The student will be able to:
	Recognize high availability (FHRP).
	Configure and verify syslog.
	Demonstrate proficiency in troubleshooting network problems.  ̶  The student will be able to:
	Identify and correct common network problems.
	Utilize netflow data.
	Troubleshoot and resolve spanning tree operation issues.
	Troubleshoot and resolve routing issues.
	Troubleshoot and resolve OSPF problems.
	Troubleshoot and resolve EIGRP problems.
	Troubleshoot and resolve inter VLAN routing problems.
	Troubleshoot and resolve WAN implementation issues.
	Monitor NetFlow statistics.

	TS etherchannel problems.

	Demonstrate proficiency in WAN Technologies.  ̶  The student will be able to:
	Identify different WAN Technologies.
	Configure and verify a basic WAN serial connection.
	Configure and verify a PPP connection between Cisco routers.
	Configure and verify Frame Relay on Cisco routers.
	Implement and troubleshoot PPPoE.






Course Number:  CTS0048
Occupational Completion Point:  B
Microsoft Certified Systems Administrator – 600 Hours – SOC Code 15-1142
	Demonstrate knowledge and skills in installing and configuring servers.  ̶  The student will be able to:
	Plan for a server installation, plan for server roles, plan for a server upgrade, install Server Core, optimize resource utilization by using Features on Demand, migrate roles from previous versions of Windows Server.
	Design and configure storage solutions. 
	Demonstrate knowledge and skills in configuring server roles and features.  ̶  The student will be able to:
	Create and configure shares and share permissions. 
	Configure and manage print services. 
	Configure WinRM, configure down-level server management, configure servers for day-to-day management tasks, configure multi-server management, configure Server Core, configure Windows Firewall, manage non-domain joined servers.
	Demonstrate knowledge and skills in configuring Hyper-V –The student will be able to:
	Create and configure virtual machine settings.
	Create and configure virtual machine storage.
	Create and configure virtual networks.
	Demonstrate knowledge and skills in deploying and configuring core network services  ̶  The student will be able to:
	Configure IPv4 and IPv6 addressing.
	Deploy and configure Dynamic Host Configuration Protocol (DHCP) service.
	Deploy and configure DNS service.
	Configure Active Directory integration of primary zones, configure forwarders, configure Root Hints, manage DNS cache, create A and PTR resource records.
	Demonstrate knowledge and skills in installing and administering active Directory  ̶  The student will be able to:
	Install and configure domain controllers.
	Create and manage Active Directory users and computers.
	Create and manage Active Directory groups and organizational units (OUs).
	Demonstrate knowledge and skills in creating and managing Group Policy  ̶  The student will be able to:
	Create and configure Group Policy objects (GPOs).
	Configure security policies.
	Configure application restriction policies.
	Configure Windows Firewall.
	Demonstrate knowledge and skills in  administering Windows Server   ̶  The student will be able to:
	Deploy and manage server images.
	Install and configure the Windows Server Update Services (WSUS) role.
	Configure Data Collector Sets (DCS).
	Configure file and print services (DFS).
	Configure file and disk encryption.
	Configure network services and access.
	Configure DNS zones and records.
	Configure virtual private network (VPN) and routing.
	Configure DirectAccess: Implement server requirements, implement client configuration, configure DNS for Direct Access, configure certificates for Direct Access.

	Configure a Network Policy Server (NPS) infrastructure and policies.
	Configure Network Access Protection (NAP).

	Demonstrate knowledge and skills in  configuring Advanced Windows Server Services  ̶  The student will be able to:
	Configure and manage high availability.
	Configure failover clustering.
	Configure file and storage solutions (Network File System, FSRM).
	Implement business continuity and disaster recovery (Backups, Fault Tolerance).
	Configure Advanced Network services (DHCP, DNS, IPAM).
	Configure the Active Directory Infrastructure (Forests, Multi-Domain).
	Configure Identity Access Solutions (AD FS, AD CS, CA).
	Manage certificates.
	Install and configure Active Directory Rights Management Services (AD RMS).

	Manage and Configure System Center Configuration Manager.








Additional Information

Laboratory Activities

Laboratory investigations that include scientific inquiry, research, measurement, problem solving, emerging technologies, tools and equipment, as well as, experimental, quality, and safety procedures are an integral part of this career and technical program/course. Laboratory investigations benefit all students by developing an understanding of the complexity and ambiguity of empirical work, as well as the skills required to manage, operate, calibrate and troubleshoot equipment/tools used to make observations. Students understand measurement error; and have the skills to aggregate, interpret, and present the resulting data. Equipment and supplies should be provided to enhance hands-on experiences for students.

Special Notes

MyCareerShines is an interactive resource to assist students in identifying their ideal career and to enhance preparation for employment. Teachers are encouraged to integrate this resource into the program curriculum to meet the employability goals for each student.  Access MyCareerShines by visiting: www.mycareershines.org.

Career and Technical Student Organization (CTSO)

Phi Beta Lambda and Business Professionals of America (BPA) are the intercurricular student organizations providing leadership training and reinforcing specific career and technical skills. Career and Technical Student Organizations provide activities for students as an integral part of the instruction offered.  The activities of such organizations are defined as part of the curriculum in accordance with Rule 6A-6.065, F.A.C.

Cooperative Training – OJT

On-the-job training is appropriate but not required for this program.  Whenever offered, the rules, guidelines, and requirements specified in the OJT framework apply. 

Basic Skills

In PSAV programs offered for 450 hours or more, in accordance with Rule 6A-10.040, F.A.C., the minimum basic skills grade levels required for postsecondary adult career and technical students to complete this program are: Mathematics 10, Language 10, and Reading 10. These grade level numbers correspond to a grade equivalent score obtained on a state designated basic skills examination.  

Adult students with disabilities, as defined in Section 1004.02(7), Florida Statutes, may be exempted from meeting the Basic Skills requirements (Rule 6A-10.040). Students served in exceptional student education (except gifted) as defined in s. 1003.01(3)(a), F.S., may also be exempted from meeting the Basic Skills requirement. Each school district and Florida College must adopt a policy addressing procedures for exempting eligible students with disabilities from the Basic Skills requirement as permitted in Section 1004.91(3), F.S.

Students who possess a college degree at the Associate of Applied Science level or higher; who have completed or are exempt from the college entry-level examination; or who have passed a state, national, or industry licensure exam are exempt from meeting the Basic Skills requirement (Rule 6A-10.040, F.A.C.) Exemptions from state, national or industry licensure are limited to the certifications listed on the Basic Skills and Licensure Exemption List which may be accessed from the CTE Program Resources page.

Accommodations

Federal and state legislation requires the provision of accommodations for students with disabilities to meet individual needs and ensure equal access. Postsecondary students with disabilities must self-identify, present documentation, request accommodations if needed, and develop a plan with their counselor and/or instructors. Accommodations received in postsecondary education may differ from those received in secondary education. Accommodations change the way the student is instructed. Students with disabilities may need accommodations in such areas as instructional methods and materials, assignments and assessments, time demands and schedules, learning environment, assistive technology and special communication systems. Documentation of the accommodations requested and provided should be maintained in a confidential file.

Note: postsecondary curriculum and regulated secondary programs cannot be modified.

Additional Resources

For additional information regarding articulation agreements, Bright Futures Scholarships, Fine Arts/Practical Arts Credit and Equivalent Mathematics and Equally Rigorous Science Courses please refer to:
http://www.fldoe.org/academics/career-adult-edu/career-tech-edu/program-resources.stml



